
Code like Hacker:
Secure .tf Practices

Art of writing secure codes



$whoami

Shubhendu 
Shubham
“sudo rm -rf / problems” 

aka “Troubleshooter”



AZ 500 AZ 700

Community



“A good programmer is someone who 
always looks both ways before crossing 
a one-way street.” — Doug Linder

Disclaimer 



7 Phases of SDLC



5 Phases of SSDLC





SSL/TLS Protocol 



SSL/TLS protocols

Compliant



Compliant SSL/TLS protocols



Compliant

Compliant SSL/TLS protocols



Policies Authorizing Public Access to Resources



Policies Authorizing Public Access to Resources

Compliant



Administration services access should be restricted to specific IP 



Administration services access should be restricted to specific IP 

Compliant



Disabling Logging : Security-Sensation 



Disabling Logging : Security-Sensation 

Compliant



Disabling Logging : Security-Sensation 



Disabling S3 bucket MFA delete : Security-Sentiton



Disabling S3 bucket MFA delete : Security-Sentiton

Compliant



Tips

● MFA delete can only be enabled with the AWS CLI or API and 
with the root account

● To delete an object version, the API should be used with the 
x-amz-mfa header

● The API request, with the x-amz-mfa header, can only be 
used in HTTPS
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What’s Next ?

This is not 
Phishing QR ,It’s 
my LinkedIn Don’t 
Trust Always 
verify 



               Thank you! 


